Datasheet

ThreatVisiON

i1 TEAMTS

i [553 k  70 ald BV 4
INYFERCENEZERFICER

MesstE EIRICH TS

=KXHRE

,

y /4

HEADEZIE. BEHENSEBERICEWTEIC3DOREICERL TULET,

. ESSMEDBNRE L. BN EE

o Y-S DBERIBR ./ 1 XL D, BERIBWD T 1 ILR ) VI HEM

o Ny FEROBKLIEMHRBERT. MISHHEE

CHOLIRREICED. EFaUTaF—LlF. AHICURIDOEVHEEZHMRMICKETSC
CHEELL. BRoN) Y — X0 TEYNSTICOEBELIEM ZHIT5 Z C bREEICHD 7,

ThreatVision I&. EFIRHIEEL. BEMICEFHTIMEE > 7V T 0 R EERTAIRER/NY
FHEA - H AV ERHEL. BELSE ) ROBBIHEICELENICHE L. & DIEREITHRN
RSN EBR O X EBRTEISLO5ZELET,

A lELSZRBIEXTMHEN TV VR

./ Vulnerability Insights Report SZTFTTIUZXRDMER T BVIRIG. R, KRRICBEAINTVWS R R UMM

(VIR)

ICEREYETET, KB FUA BE5T2BEIIN—T. BEEZII2EREFHE
ICHRR L. MOV ZIPKHELOBEYZFHEL F9, &L AKR— MIIE. CVEID.
CVSSROA7. HfERICINZ . I <INy FEBERTERVESOEMETLRAY —
IWEEHET, BB CICRKITEIN. ER4ARIREINET,

./ Patch Management

Y IP ~ Domain » Hask

3 Patch Management

= [ Cusearch |

N pT——

| 5:30)
CVE-2026-53266
[New )

CVE-2025-30064

‘CVE-2026-60004

CVE-2026-84645
CVE-2026-67276

CVE-2026-19508

CVE-2026-77812

CVE-2026-7273

CVE-2025-30682

L8

Publicly Disclosed

Linux

Gitea

GitLab

Jenkins Project

MikroTik

scOttkclark

Exploited

Patch Managementid. & RV BHHBIEICEATZEER T > T U Y X Z#MEN
ICEH - EHLET, TeamTSOBR/N\> T« Y IHRF— LI VRIFEET L%
BRAL. EETIZERDIVTISIVAY—IERBETZILT. REEAD
FHEDS5. REOKETERAINTLZHDP., FIBETRAKEY -ILHEFEETS
BURVBREEEERELE T,

HEERITZHMOFM. /Ny FBER. PoCO—RZRML. URIFER /Ny Fi#
BOBEIEUMTZEEL £, BIOMREMICINZ. TeamT5i3E 07 1 554 HE
BEIBH L. 2—H—DEDRVERETY ZIZ2BELT. 7O7 071 THHHH
ZRATEBLSZELETD,

Visibility n Update Date

= MR = = Wim % iR B0z BE7O7F4
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— remote code execution ... = =21 e

Community Editionand 0 cece GiLab has remediated an issve ]

Enterpri... in GitLab CE/EE af... 20260822

Jenkins 88 cvss3a 2026-09-22

In Jenkins 2.579 and earlier, LTS I
2.568.2 and ear.. =l

RouterOS 9.2 Cvss4 EIPEE A RS YES 2026-09-22
does not compare the comp... =2

Pods - Custom
Content Types 08 cuss3a Ihe ok SCistom ConterCR | ves 20260922
- Types and Fields plugin...

EUVD-2026-63973 DJl drones

Avata 360 94 (VsS4
Va2 transmit DUML (DJI Univ...

2026-09-22

Zyxel GS1900 series switches
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Taiwan, Japan, South Korea...

Target Industry
Media, Education, Energy...

1 CamoFei
Allas| ChamelGang

4/ ThreatVisionZR&®3ICi3

== Andariel

Allas | silent Chollima, OperationTroy,
Darkseoul

Target Country
Japan, South Korea, India...

== CloudDragon
Allas | Thallium, APT43, Kimsuky...

Financial Institution...

"0 APT40

Allas | GADOLINIUM , TEMP.Periscope ,

TEMPJumper ..
Target Country

Australla, Belgium, Cambodia...
Target Industry

Education, Military, Government...

K3 DarkHotel
Allas | Fallout Team

Target Country

AR E TR 2RERY ) 1—>3 0T,

©Target Industry | Al

?

¥= Bitter
Allas| —

Target Country
Pakistan, China, Bangladesh...
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