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CVE-2025-8088 |=| RARLAB WinRAR

A path traversal vulnerability = 2025-09-10

affecting the Wind...

2025-09-25

In multiple locations, there is |
CVE-2025-48543 Google Android B B

apossible way to...

2025-09-24

Google Chromium contains a
CVE-2025-10585 Google Chromium B

type confusion vulnera...

Memory overflow vinerabilty 20250925

CVE-2025-7775 NetScaler
Gateway \ | leading to Remote C...
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CVE-2025-5086 DELMIA Apriso - 3ds DELMIA Apriso || data vulnerabilly.

CVE-2025-53690 Sitecore

Experience B Deserialization of Untrusted B Pty

Platform (XP) | ) ¢ Data vulnerability ..

XWiki XWiki XWiki Platform is a generic ()

CVE-2025-24893 Y wiki platform offerin.. 20250918

EUVD-2025-26123 FreePBX is ‘7‘

CVE-2025-57819 Sangoma FreePBX B o Opaacirta vidb bt
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WhatsApp = Incomplete authorization of  ( ‘

Desktop for Mac | U linked device synchro... Zo2en

CVE-2025-55177 Facebook

Case Theme 1
CVE-2025-5821 Case-Themes B

EUVD-2025-25634 The Case m
User

Theme User plugin for Wor. 2025-09-03

CVE-2025-9377 TP-Link Systems Inc. 2025-09-09

Archer C7(EU) = The authenticated remote
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" - - Directus is a real-time API <
CvE-2025-55746 directus directus ©) e e B s 7 20250912
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A ©Target Country | Al

¥ Amoeba
Allas | Winnti, APT41, Barium...

Target Country
Taiwan, Japan, South Korea...

Target Industry
Media, Education, Energy...

1 CamoFei
Allas| ChamelGang

== Andariel

Allas | silent Chollima, OperationTroy,
Darkseoul

Target Country
Japan, South Korea, India...

== CloudDragon
Allas | Thallium, APT43, Kimsuky...

Financial Institution...
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"0 APT40

Allas | GADOLINIUM , TEMP.Periscope ,

TEMPJumper ..
Target Country

Australla, Belgium, Cambodia...
Target Industry

Education, Military, Government...

K3 DarkHotel
Allas | Fallout Team

Target Country

©Target Industry | Al

?

¥= Bitter
Allas| —

Target Country
Pakistan, China, Bangladesh...

Target Industry
Energy, Government, Defense
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"0 DirtyFuxi
Allas| Earth Berberoka,
GamblingPuppet, DiceyF
Target Country

Cry)
Financial Instituti
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